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1	Overall description

SA3 would like to thank IETF Transport Area Working Group (TSVWG) for notifying SA3 with the vulnerabilities related to SCTP-AUTH and DTLS over SCTP. 
SA3 agrees that the vulnerabilities are serious affecting confidentiality, integrity, replay, and availability. SA3’s understanding it that some, but not all, of the vulnerabilities could be fixed by updating the DTLS over SCTP specification, the SCTP-AUTH protocol, and the SCTP API. SA3’s understanding is that this would still not fix the availability vulnerabilities, which are very important to 3GPP. 3GPP systems typically aims for five nines (99.999%) of availability and if the SCTP association is aborted it causes major disruptions in the 3GPP network.
SA3 has reviewed the relevant drafts in TSVWG including draft-ietf-tsvwg-dtls-over-sctp-bis, draft-tuexen-tsvwg-rfc4895, draft-westerlund-tsvwg-sctp-crypto-chunk, draft-westerlund-tsvwg-sctp-crypto-dtls.
SA3’s understanding is that the suggested updates to DTLS over SCTP (draft-ietf-tsvwg-dtls-over-sctp-bis, draft-tuexen-tsvwg-rfc4895) would not solve the availability vulnerabilities and would in addition require updates to the SCTP API. SA3’s understanding is that draft-ietf-tsvwg-dtls-over-sctp-bis requires support of DTLS connection ID, which is currently not supported in any DTLS libraries.
As quite major changes would be needed anyway, DTLS in SCTP seems like a simpler solution that would solve all of the vulnerabilities including the availability vulnerabilities. DTLS in SCTP (draft-westerlund-tsvwg-sctp-crypto-dtls) would from a 3GPP perspective just like draft-ietf-tsvwg-dtls-over-sctp-bis be a drop-in replacement for RFC 6083. SA3’s understanding is that DTLS in SCTP does not require support of currently unsupported DTLS features. This significantly simplifies implementation.
SA3’s understanding is that both draft-westerlund-tsvwg-sctp-crypto-dtls and draft-ietf-tsvwg-dtls-over-sctp-bis solves the user message size limitation.
SA3 thinks it is important that IETF solves all of the security vulnerabilities including the availability vulnerabilities.
Of the two options, DTLS in SCTP (draft-westerlund-tsvwg-sctp-crypto-dtls) seems like the only acceptable solution. SA3 finds it very beneficial that DTLS in SCTP does not require support of unsupported DTLS features like DTLS connection ID.
SA3 kindly asks TSVWG to work on and publish DTLS in SCTP (draft-westerlund-tsvwg-sctp-crypto-dtls) as soon as possible.
2	Actions
To: IETF Transport Area Working Group (TSVWG)
ACTION: 	SA3 kindly asks IETF Transport Area Working Group (TSVWG) to take the above information into account and keep SA3 updated on TSVWG’s.

3	Dates of next TSG SA WG 3 meetings
SA3#112	14 - 18 August 2023	Goteborg, Sweden
SA3#113	6 - 10 November 2023	Chicago, USA

